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What is claimed is: 




1 . A computerized wagering game apparatus, comprising: 
a computerized game controller having a processor, memory, and nonvolatile 
storage and operableuo control the computerized wagering game; and 

game data stored in the nonvolatile storage, wherein the game data stored in 
nonvolatile storage is Verified during operation. 



10 



15 



2. The coip 
data securely stored in 
and a resulting hash va 
gaming program has ncH 



puterized wagering game apparatus of claim 1 , wherein the game 
the nonvolatile storage is hashed with a one-way hash function 
ue is compared to a reference hash value to ensure that the 
changed since calculation of the reference hash value. 



3. The con puterized wagering apparatus of claim 2, wherein the game data 
is hashed after loading tie gaming program into random access memory and the resulting 
hash value is compared 



thread executing on the 



:o a reference hash value in a continuously executing program 
:omputerized game controller. 
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4. The computerized wagering game apparatus of claim 2, wherein the 
computerized wagering gpme system is brought to a tilt state if the resulting hash value is 
not the same as the reference hash value. 
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5. The computerized wagering game apparatus of claim 2, wherein the 
reference hash value is stored in a nonvolatile memory comprising a part of the 
computerized wagering gaqie apparatus. 

6. The computerized wagering game system of claim 1 , wherein a system 
handler application loads an 1 executes encryption functions which are subsequently used 
to securely load other game i lata from nonvolatile storage. 



20 



lorney Docket No.: PA0389.ap.US 



7. The comput< rized wagering game apparatus of claim 1 , wherein the game 
data securely stored in the r|onvolatile storage via encryption is signed with a digital 
signature. 

8. The computerized wagering game apparatus of claim 7, wherein the 
digital signature comprises encryption of the gaming program data with a signer's 
private key. 

9. The computerized wagering game apparatus of claim 8, further comprising 
a nonvolatile memory storing 1 public key corresponding to the signer's private key. 

1 0. The computerized wagering game apparatus of claim 7, wherein the 
digital signature comprises encryption with a signer's private key of a hash value 
produced by hashing the gaming! program data with a one-way hash function. 

1 1 . The computerized Wagering game apparatus of claim 1 0, further 
comprising a nonvolatile memory ^storing a public key corresponding to the signer's 
private key. 

12. The computerized wagering game apparatus of claim 7, wherein the 
gaming program data signed with a digital signature is signed with a digital signature 
from a regulatory organization, thereby signifying organization approval of the gaming 
program data. 



1 3 . The computerized wagering game apparatus of claim 1 , wherein the 
computerized game controller is a general-purpose computer. 



14. The computerized 
general-purpose computer is an IBM P(£ 



wagerfng game apparatus of claim 12, wherein the 
-compatible computer. 
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15. The computerized wagering game apparatus of claim 1 , further comprising 
a network interface connecting the computerized wagering game apparatus to a 
networked computer. 



5 16. A method fc 

comprising verification of 
gaming apparatus. 



r securing data on a computerized wagering game apparatus, 
ame data located in RAM during operation of a computerized 



17. The method 
1 0 communicated via the 



18. The method 
comprises instructions to 



19. The method 



of claim 16, further comprising encryption of data 
computerized wagering game apparatus over a network. 



of claim 17, wherein the data communicated over the network 
control the operation of the computerized wagering game. 



of claim 17, wherein the data communicated over the network 



comprises shared objects for execution on the computerized wagering game. 



20. The method 
comprises data reported by 

21. The method 



Df claim 17, wherein the data communicated over the network 
he computerized wagering game. 

of claim 16, wherein encryption of data stored in the 



computerized gaming apparatus comprises: 

hashing the stored data with a one-way hash function; and 

comparing a resulting hash value to a reference hash value to ensure that the data 
has not changed since calculi ttion of the reference hash value. 

22. The method of claim 21 , wherein the reference hash value is stored in 
nonvolatile memory that corhprises a part of the computerized wagering game apparatus. 
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23. The method of claim 16, wherein hashing the stored data with a one-way 
hash function comprises: 

loading the da a into random access memory; 

hashing the stc red data with a one-way hash function in a continuously executing 
thread; and 

comparing a resulting hash value to a reference hash value in a continuously 
executing thread to ensure that the data has not changed since calculation of the reference 
hash value. 



24. The 
wagering game to a til 
hash value. 



mejthod of claim 21, further comprising bringing the computerized 
state if the resulting hash value is not the same as the reference 



25. Theme 
computerized gaming 

26. The met 
comprises encryption o 



hod of claim 16, wherein encryption of data stored in the 
ipparatus comprises signing the data with a digital signature. 

lod of claim 25, wherein signing the data with a digital signature 
the data with a signer's private key. 



27. The method of claim 26, wherein a public key corresponding to the 
signer's private key is stored in nonvolatile memory comprising a part of the 
computerized wagering game apparatus. 



28. The method of claim 26, wherein signing the data with a digital signature 
comprises: 

value from the data produced with a one-way hash function; 



computing a hash 



and 



encrypting the hash value with a signer's private key. 
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29. The me 
signer's private key is 
computerized wagerin 



hod of claim 28, wherein a public key corresponding to the 
stored in nonvolatile memory comprising a part of the 
game apparatus. 



30. The 
apparatus comprises a 



meihod of claim 16, wherein the computerized wagering game 
eneral-purpose computer. 



31. The 
an IBM PC-compatible 



method of claim 30, wherein the general-purpose computer comprises 
omputer. 



32. The 
symmetric encryption a 



metHod of claim 16, wherein encrypting data comprises use of a 
>orithm to encrypt data. 



33. A machine 
instructions when execut 
to: 

apply encryption 



-readable medium with instructions stored thereon, the 
id operable to cause a computerized wagering game apparatus 

o data stored in the computerized gaming apparatus. 



34. The machine-readable medium of claim 33, further comprising 
instructions that when executed are further operable to cause the computerized wagering 
game apparatus to: 

apply encryption 1 3 data communicated via the computerized wagering game 
apparatus over a network. 

35. The machine-readable medium of claim 33, wherein applying encryption 
to data stored in the computerized gaming apparatus comprises: 

hashing the data WLth a one-way hash function; and 

comparing a resulting hash value to a reference hash value to ensure that the data 
has not changed since calculation of the reference value. 
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36. The machine-readable medium of claim 33, wherein applying encryption 
to data stored in the com )uterized gaming apparatus comprises signing the data with a 
digital signature. 



37. The 
a digital signature comprises 



macHine-readable medium of claim 36, wherein signing the data with 
encryption of the data with a user's private key. 



38. The mac line-readable medium of claim 36, wherein signing the data with 
a digital signature comprises: 

computing a has i value from the data produced with a one-way hash function; 

and 

encrypting the hash value with a signer* s private key. 

39. A computerized wagering game apparatus, comprising: 

a computerized game controller having a processor, memory and nonvolatile 
storage and operable to control the computerized wagering game; 

gaming program code and gaming program code signature stored in the 
nonvolatile storage, and 1 

an authentication program stored in nonvolatile storage, wherein the 
authentication program, wnen executed, verifies that the gaming program code in 
nonvolatile storage has notlchanged by means of generating a message digest from the 
gaming program code, decrypting the message digest using a first decryption program; 
decrypting the gaming program code signature with a second decryption program and 
comparing the two decrypted messages to verify that they are identical. 
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